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Installation

TAIAB:

. RGAK Microsoft Windows 7 Ultimate (x86)
= RGURUA: 6.1.7601 Service Pack 1 Build 7601
= Acunetix R4 8.0

RAK RGN S 2K
o 11E &4 Microsoft Windows XP 5% i A
e CPU:32 {8} 64 fiL
o RGN RN 2GB RAM
o fFf#%%5(a]):200M A T #4456
o |E7 BECHIAS : Acunetix 2=V I 1E D0 W28 () 58 4 414
o Tlif:Microsoft SQL Server HI/EH & #dfa g, ERIME ] Access(A i %% Microsft Access)

A

TR ECHTAR Acunetix Web Vulnerability Scanner

Mt webvulnscan8.exe HEAT %%

WEFSIAIE

e 22 e A

18 I A Acunetix FireFox 44 (T FH -4 224 i ) . 14 DT ) B3 T By =X

a kr wn e

File Tools Configuration Help

| New Scan | [& 3 0 & =L DR |l | Y = | [ | R

[Tels Explorer 1] M acunetix WEB APPLICATION SECURITY

IE‘ Web vulnerability Scanner  »
*- [k web Scanner B

EH= Todls

i Site Crawler

,) Target Finder

&, Subdomin Scanner Acunetix Lid € 2005-2013 All rights reserved.
|4l Blind SQL Injector

Version Information

Acunetix Web Vulnerability Scanner

Version 8.0

E Build 20130418

; Authentication Teste a Program Updates i . . . "
LT Compare Resuits g p Check for new product updates and install them

== Web Services

¢ hefe| Web Services Scanm
4 Web Services Editor #®) Acunetix Ltd @ 2005-2013 All rights reserved. Acunetix WVS v8.0 Build 20130416
Configuration
-|% Application Settings ‘Adj\‘itﬂ‘ Window 1 |

El Stan Settings 03,02 10:43, 16, Populate application menus ... ~
*s] Scanning Profiles 08.09 10:43.16, Populate tools bar ... i
BB Genersl 08.09 10:43, 16, Populate tool explorer ... E|
@) Program Updates 08.09 10:43.16, Load ServerInfo XML ... i

I version Information

bR | irAnsinn = ——
4| [ | » Application Log | Error Log
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Introduction to WVS Files/Directories

Acunetix WVS 2358 i, A RH U F:
= C:\Program Files\Acunetix\Web Vulnerability Scanner 8
=  C:\ProgramData\Acunetix WVS 8
= C:\Users\someone\Documents\Acunetix WVS 8
= C:\Users\Public\Documents\Acunetix WVS 8

C:\Program Files\Acunetix\Web Vulnerability Scanner 8
AcuSensor R IR IEHLH (— =)
BlindSQL BE(— BN
Bugreports ]

Fuzzer ’f%ﬁﬂ(‘ﬂ]ﬁﬁ(*ﬂxfj
HttpEditor HTTP JidE a5 (— Hw’s;)
Logs

Saves

unins000.dat fﬂ?ﬂzﬁfh

libeay32.dlI OpensSSL JL &
SciLexer.dll Scintilla

DelZip190.dll Zip/Unzip

ssleay32.dll OpensSsSL FL= 2
pcre.dll Perl & S AHICE
reporter_console.exe | 47 R
Activation.exe wvs IE TR T

wvs.exe Wvs EFEF

Reporter.exe MG

Isr.exe Bk STE LSRR

WVSScheduler.exe
unins000.exe
Unlinstall.exe
ve.exe
wvs_console.exe
license.rtf
ffacuscan.xpi

HRIMESEF
HEAET
BT
IEIAAE B gmia A%
Ws $5iill & 727
7 B

KNS A
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C:\ProgramData\Acunetix WVS 8

CSA.dII http://www.acunetix.com/websitesecurity/javascript/
Data WVS 354 8 O i B (B B — AN )
Reports G FER

C:\Users\someone\Documents\Acunetix WVS 8
AcuSensor A& B ML T B S

BlindSQL
Bugreports 171X wvs.exe [ bug

Compare

Fuzzer

HttpEditor

Logs XF L Wvs.exe ] logging DjEE

Saves

WVSS.ini
FalsePositives.xml
ui.xml

C:\Users\Public\Documents\Acunetix WVS 8

LoginSequences 1778 wvs login Sequences Fit &
Saves 1778 Scheduler 453
SchedulerLogs SchedulerLogs H i

Settings
FalsePositives R e B
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1.  Web Site Scan T8 B IR R 3 41 4 (@ AT A e ] B 1)
2. Web Site Crawl X il @A T

3. Web Service Scan W 3t R 25 4398, 49140 wsDL

4. Report AR AR

5. Load Scan Results TN# Acunetix FIRAFSE R

6. Save Scan Results FRAIE Acunetix FIH1##45 R

| 1. WebSite Scan

325 File >> New >> Web Site Scan

WIE T AR, 752 B0E T LI

1. Scantype
2. Options
3. Target

4. Login

5. Finsh
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1. Scantype

= Scan single website
£ Website URL ALSH N7 ZAT 0 AP Pk, RARAE T3 — D SO B AR, A
SR, AT DLESHE WAL 77 5 NS R R AR . wvs SCHF HTTP/HTTPS 44 .

= Scan using saved crawling results

S\ WVS N & site crawler tool FJRITEE R, A EHTIRIATH.

= Access the scheduler interface

TR FERW SR R T — 513, H47] LUEH Acunetix i) Scheduler T g 58 AT
%%, VjiA) http://localhost:8181, 34 5 B SCAHAFUAE C:\Users\Public\Documents\Acunetix
WVS 8\Saves.

Scan Wizard e

Scan Type Scan Type
Select whether you want to scan a single website or analyze the results of a previous crawl.

Op
Target

Scan type

“1 Here pou can zcan a single website. In caze you want to scan a single web application and nat the
% whole site you can enter the full path below. The application supports HTTP and HTTPS websites.

@ Scan single website

“whehsite LIRL: |51

=

n |f you saved the site structure using the site crawler tool pou can use the zaved results here. The
(& zcan will load this data from the file instead of crawling the site again.

Scan uzing saved crawling rezults

Filename: =
Ful IF you want to scan alist of websites, use the Acunetiz Scheduler,
ks “r'ou can access the scheduler interface by clicking the link below.
acu net | X http:/Alocalhast 81814
Mest » ] | Cancel
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2. Options

Options #li73 HIBLE £ 27 NP7
=  Scanning options
=  Crawling options

Scan Wizard e

Options

Adjuzt crawling/zcanning options from this page.

Target

Scanning options
\9 Scanning profile will enable/dizable different tests [or group of tests) from the test database.

Finizh
Scanning profile: | Default i

j Scanning settings allow you to adjust scanning behaviar to the current scanlz).

Scan zettings: Default - | Custamize

Crawling optionz

j Thesze options will define the behaviour of the crawler for the current scans. If pou want to modify
the general crawler behaviour, you should go to settings.

itfter crawling let me chaose the files bo scart

Define list of URL's to be processzed by crawler at start

acunetix

< Back |[ Mest » ll Cancel

2.1 - Scanning options
2.1.1 - Scanning profile

Al ECE R E A, BE ST C:\ProgramData\Acunetix WVS 8\Data\Profiles
BN 15 FPC E W1 R GRBORANIZ wys I HL):
AcuSensor Acunetix f&EEHLHI, FTEETHRIF S A RE ), FEAEM L F
LM, H AT EEE X ASP.NET/PHP.
Blind SQL Injection HiEH

CSRF I 5 327 1)
Default BRI B (k)
Directory And File ERSESpE L Rl
Checks

Empty AN T A AT Ao i
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File Upload SO BRI

GHDB FIFH Google hacking iz e k6l
High Risk Alerts 1o RS 2 45

Network Scripts WK 28 JE A

Parameter SH R

Manipulation

Text Search AR

Weak Passwords 55 %R

Web Applications Web [ 27

Xss Eepiy el

R FEMOHE, HEHIEH Configuration >> Scanning Profiles

Profile: |Default | [ H X |Fiter: pol

Test Dezcription

= [#] [&] Scripts Acunetix WVS scripts -
I._D MNetwork Metwork scripts
I:D PerFile Scripts executed on each file
I:D PerFolder Scripts executed on each folder =
I:D WebApps Scripts executed on each web application detected
|._D PerScheme Scripts executed on each scheme
I._D PerServer Scripts executed once per server
I._D PostCrawl Scripts executed after the crawl was finished
I:D PostScan Scripts executed after the scan is completed
El Cross-site request forgery Module to test for CSRF (cross-site request forgery)...
E TL51-55Lv3 Renegotiation Yulnerab... Module to test for TLS1-55Lv3 Renegotiation Vulner...
[i&] Slow HTTP Denial of Service Module to test for slow HTTP Denial of Service attac... -

2.1.2 - Scan settings

ASE R AR,
=  Headers and Cookies
= Parameter Exclusions
= GHDB

Headers and Cookies

Test cookies for all files (by default it will only check files with parameters)

Vil A S, A cookie MBR(BRINTE DL, RS HIISCAFA M cookie HEAT e IIl)

Manipulate the HTTP headers listed below
B H1R 1) cookie, M I UK BR @ ]
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Headers and Cookies
E;ﬂ Headers and Cookies manipulation

Headers and Cookies manipulation
Here you can adjust settings related with Headers and Cookies manipulation.

[] Test cookies for all files (by default it will only check files with parameters)
Manipulate the HTTP headers listed below:

|E| Add Header |E| Remove Selected

Parameter Exclusion

AUESHBATERI, HEAZENZUE, BUATEATHERR, 8 A2 Z A .

Parameter Exclusions
E;E Defing a lizt of parameters that will be exchuded fram zcanning

Parameter Esclusions

Some parameters cannot be manipulated without affecting the uzer seszion. You may
exciude zome parameters from scan or pou can chooge not bo kest all poszsible values.
Mate: Mame should be zpecified as a regular expression.

LRL: *
M arre;
Type: GET -
|E| Add Excluzion |E| Remove Selected
JRL Type M amne
& - Ay [*i}A5P.MET_Sessionld -

GHDB

GHDB

GHDEB - Google hacking database settings
1467 entries in the database

Filter GHDE  J-) + Check Visible Uncheck Visible Check Only Visible
s [[&] IO (=

Short Description Guery String
L_D Files containing juicy info { 225 )

L_D Web Server Detection ( 75

L_D Error Messages (67 )

L_D Files containing usernames ( 14)

L_D Files containing passwords { 138 )

L_h Sensitive Directories {60 ) -

m [ »

0 O O O
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2.2 - Crawling options

= After crawling let me choose the files to scan

AT SERa AR AR (T FH T 3 AR B i 1 S 1),

= Define list of URL’s to be processed by crawler at start.

5 SUNRAT L

3. Target
AL WS TGiEHE RS e T L IATE 5, W F3hfa5E.

Target

Please wait until the scanning iz finished. You can also adjust details such as operating system, webserver,
technology or change the baze path. By entering these details you can reduce the zcanning time.

T arget information

ﬁ teztphp_vulnweb_ com:80 v
Basze path Jindex.php
Server banner nogired1.4.1
Target LIRL http: / ftestphp vuliweb. com: 80/indexs. php
Operating svstem Unk o
‘WwebServer ngirs
PHP]
ASF
ASPMET
FHF v
Perl
JavallZEE
ColdFusionArun
Pythion
R ailz

FrontPage
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4. Llogin

Login

Configure input/login details for password protected areas or HT ML forms

Faormz Authentication

m If wour website requires forms authentication, you need to record the steps required to login on the
wehszite. Thiz will be saved as a login sequence file and can be uged later.
You can alzo specify a section of the website which vou da not want to be crawled [for example
link.g that will log wou out from the website].

Login sequence: | <no login sequences ﬂ | Hew Login Sequence

Thizs wizawd will guide you in cresting = login

e sequence which the Cravler will use to successfully

define a login log in to o web application and cxawl it.
sequence for

Flease entex the application's UEL b

« () Check URL

¢ Flesse note that in ceder to weoud o
f l'\ successful login sequence, the wizsad has 4o
) delete any cookies associated with the
website oo we'b application you specified in
the TEL field showre.

If you do not want that such cooldes to be

The Loguidtadquense: Fenmsldr aamonleatle yeaddp
confipugp-ghe criwler to crawl 2 web application m
2 pue-defined memner, such as 2 shopping caunt. To
configue the crawlex to crawl 2 web applicaton in
2 pee-defined menner, craowl the welb application in
the second step of this wizard 'Fecod Login
Actions’ and do ot configuie esession’ detadls in

the fourth step of this wizaud.
Mmacunetix
(=] Login Sequence Recorder s e L= B
w| « s 20 | ,_—é| hetp:/testphp. il b oruserinds, php -

£ Mipestphpondnreb somussints phy |

home | categories | artists | disclaimer | your cart | guestbook | AJAX De

search art John Smith (test) .
[ lee |
Browse categories
Browse artists

On this page you can visualize or edit you user inform;

Your cart
e Name: [10hn smith
Your profile Credit card number: [1234-5678-2300-3000
Our QUESIDOOK E-Mail: |emai|@emai|.cum =
< T ] G
Macunetix
Paused Done

http://hi.baidu.com/all3g
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(detection of
invalidated
sessions)

r 1

[ Showin tuowser || Showsaw date || @ Define pettein fon slection

Macunetix Pattem: £} Pattem type Check patem

t 3|00 = | »|E

Sequence Namme:  tesiphpulnweb com_login

[ Legin Aot )

ﬂ GET http:iftestphp il b comiinde . php

ﬂ GET http:iftestphpondnowe b comlogin. php

‘e BT http:/festphpondnweb.conmdlogin php

m Review login [ Bestristed Links J
sequence W |

[ Detection TEL: http:iftestphp. mulnweh.comfindex. php

Macunetix

TRECL RN, RDATIFG—IK Web Site Scan 54
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| 2. Web Site Crawl |

| =™ En:‘u ‘ d_.!, B )’_) | ‘Start URL: |ht1p:ﬂbesu:hp.vulnweb.mmﬂndex.php ﬂ Login &quanoe:'W Start ‘
Mame HTTF Result  Inputs  Title Content T | & Crawler state Finished
B @ oV oK Index of JCVS/ textft « || & Fies 37
B (@ Flash oK Index of [Flash/  textf @ Directories 30
& 63 hpp Maved Pe... 301Moved Per...  textft @ Variations 53
|5 images oK Index of fimages/ textft @ Completed requests 213
(& medias Not Found bext)‘r|_‘ @ Pendingrequests 0

WS AT, R R W Pk A Tt AT JE B2 1.
2L E, 1V A Configuration >> Application Settings >> Login Sequence Manager

Login Sequence Manager
m Create, edit, and delete your automated login sequences

SJAVEW LLHJNT JTYUC) ILED

Record the sequences required by the Crawler to submit HTML login forms without
manual input. You can also blodk spedific website areas from being processed by the
Crawler {e.g. a logout button).

D Mew Sequence @ Edit Sequence >(. Remove Sequence

testphp. vulnweh.com login

AR )2 3% SO T C:\Users\Public\Documents\Acunetix WVS 8\LoginSequences

| 3. Web Service Scan |
O E| = || ) Report”WSDL URL: ‘htn::},rtestaspnat.vu\nweb.mm,ramsarvice,rsarviceasmx?WSDL = profik: |ws_default | B start
Soan Results Status iy Aterts summary 4 alerts ol
=- ¥ htip:/ftestaspnet. vulnweb.com/acuservice /service.asmx?W...  Finished |

= [y Alerts (4)

; M acunefix threat level Acunetix Threat Level 3
- @ sqLinjection (verified) (2)

One or more high-severity type

- @ Bind 5QL Injection (2) Level 3: High vulnerabilities have been 3
— discovered by the scanner, A
=) .} Web Services (1) malicious user can exploit these
= ? Service vulnerabilities and compromise

the backend database and/or
H ServiceSoap deface vour website,
- ServiceSoap12

Total alerts found

4
© Hign + I
@ Medium 0

Web Service Scan A i X} & 1] wsDL #% 1

F Report, Load Scan Results, Savw Scan Results [{1/4H, 15Z [ G H 1 2.
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Import from FireFox Extension
Export to AVDL

Export to XML

Export for Imperva WAF
Generate Report

MK F N xml ST
S AvDL B2t

SH XML #c

S H PUE Imperva WAF 1
A AR

Import Scan Results to Database A4 45 F RN
Stop active scan 5 1B IEAE T B 4
Save scan results RS
Retest alert(s) HEMNEREL
Export for Impera WAF
@ Customize Scan Export for Imperva WAF = | B 22
Title Affects Parameter
=+ 5& Scan Thread 1 [ http:/ Mtestphp.vulrweb, conm 80/ des. php -
V| @ CFRLF injectionHT TP response splitting [verified) Aredir. php r
J @ Crozs site zcripting #zhowimage. php file 5
J @ Crozz site zonpting fshowimage. php file
7 @ Cross site zcripting #showimage. php file
¥ @ Directony traversal [verified) fzhowimage. php file
] @ Directany traversal [verified) #zhowimage. php file
] @ Directany traversal [verified) #zhowimage. php file |
J @ SOL injection [verified) A finfoartizt. php id
J @ SOL injection [venfied] ferecured/newzer. php uuname
7 @ SOL injection [verified] fistproducts. php cat il
. D - . . .
Mate: By default vulnerabilities which cannot be exported [unsupparted by Imperva) are hidden. Ok ] ‘ Cancel
Right click and deselect the hiding option to see them all

http://hi.baidu.com/all3g
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Generate Report

Acunetix WVS Reporter

e

N8 R

[Tosle Elerer T ey gcunetix

Bxecutive Summary
Quick Report

|| Compliance Report
Scan Comparison
Morthly Vulnerabilties
[T} Report Preview

Common Tasks

1= Generate Report

Acunetix WVS Reporter Tool

[ Default Report

|Defau|t report template.

WEB APPLICATION SECURITY

|Generate a report from the last saved scan results using the default report template.

-

m

Corffiguration = N
B Siﬂings il Report Preview |V\ewpreparedreporls.
& Database Explorer & Database |E|rowsetne database
Settings |Accessthe reporter tool options

-

#3) Acunetix Ltd @ 2005-2012 All rights reserved. Acunetix WVS v8.0 Build 20130416

‘ Activity Window il

I
(o]

-
Report Properties
B ropeies
Show knowledge base items
Show short alerts summary
Show detailed alert list
Show HTTP request headers
Show HTTP responge headers
Show detailed description of alert

Show recommendations
Show list of tested files

EUEYRIIEEYEYEY

Generate | | Cancel |

fi ] Configuration Settings RJ € fil it 7 (2L LE(5 ., #1141 logo &%
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Tools

Web Scanner

Site Crawler

Target Finder
Subdomain Scanner
Blind SQL Injector
HTTP Editor

HTTP Sniffer

HTTP Fuzzer
Authentication Tester
Compare Results
Web Services Scanner
Web Services Editor
Vulnerability Editor
Scheduler

Reporter

Web $1§i#%

PR 32 @A T

AR B, O S B IR 55 2%
T

BT Tl

HTTP (5 B &

HTTP 5T 28

HTTP BRI X

HTTP 38 EI ik

St EL P X Acunetix $33H 45 5
W3k R 5% 494, 40 wsDL

W3k ik 55 T2 43 B

e wvs SE AL IR IR IR S R
1£5511%], Vil http://localhost:8181/
A B R

1. Web Scanner

£ I, Web Site Scan &b+

2. Site Crawler

-- = D
EdHE ex L

Mame

= lE‘ http: fftestphp. vulnweb.com findex.php

= B3
- [ .idea
- [ admin
- B AJAX
m

i3 Connections

Start URL: |http: //testphp. vulnweb. comfindex. php

+ | Login Sequence: | testphp.vulnweb.com_| ~ a Start

HTTP Result  Inputs  Title Coll| @ Crawler state Finished
+ || @ Files 87
@ Directories 30
OK Index of /.idea/ @ Variations 53
oK Index of fadmin/ @ Completed requests 219
Moved Pe... 301 Moved Per... @ Pending requests 0
Ok Index of /Conn...

PRE AT I HE A e 2 il (T3, BRIAA BHIE 24 7R)
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3. Target Finder

FIEWIEM B, TR E i AR 554

IP Range: | 176.23.50. 150-180 List of Ports: | 80,443

4, Subdomain Scanner

Server Hostname Banner Web Server
a?htm:ffl?G.ZB.SD.ISD:ED;’ rs205162.rs.hosteurope.de Microsoft-115/7.5 ji]
\htﬂ::ﬂ]?‘G.ZB.SD.ISS:ED;’ rs200707.rs.hosteurope.de Apache/2. 2. 16 {Debian) Apache 2.x
\http:,u’f:l?G.ZB. 50, 156:80/ rs200708.rs.hosteurope.de Apache Apache
Q{htq::m?s.zs. 50. 15480/ bildarchiv.via-verkehr.de Microsoft-115/7.5 i)
@?htﬂ::ﬂ]?ﬁ.z&. 50.157:30/ mail.dewaplast.de Microsoft-115/7.5 i)
\http:,.’f:l?G.ZB. 50.158:30/ rs202646.rs.hosteurope. de Apache Apache
\htm:ff]?G.ZB.SD.lsl:SD,’ rs206295.rs.hosteurope. de Apache/2.2.22 (Debian) Apache 2.x
-ﬁ http: /{176.28.50. 166:30/ mix1.skatedeluxe.de Unknown Unknown
\http:,.’f:l'}G.ZB. 50. 168:30/ host4.irrsinn.de Apache Apache
-ﬁhtﬂj:ﬂ]?ﬁlﬁ.ﬁﬂ.lﬁ?:%ﬂ rs201526.rs.hosteurope. de Unknown Unknown
-ﬁ http: /{176.28.50. 167:30/ rs201526.rs.hosteurope. de CherryPy/3.2.0 WSGI Server Unknown
}http:ﬂ]?ﬁ.zs. 50.170:80/ rs201460.rs. hosteurope. de Apache Apache

A E DNS 55 A1 DNS IR IR [R), A SRAFAE X AE 4, ATEAT IR ASZ 4.

Domain: |vulmweb,com = | |Use DNS server from target + Timeout (sec) |10 2 Start
Darnain IP Address « ‘wieh Server Banner [HTTF] Wweb Serve
antivirus, vulnweb, com 202,106.199.38 ﬁ nginx
app.vulnweb.com 202,106.199.38 ﬁ nginx

5. Blind SQL Injector

% youtube B E X M. AR

6. HTTP Editor

http://hi.baidu.com/all3g
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Request | Text Only

FE & & s | Method:POST | Protocoli HTTR/L.1 | URI: |/AJaX/infatitie.php v | [E] Edit Request Variables
Reguest Headers | Request Data
Header Name Header Yalue 1id=1ACUSTART' %ZZESwBIACU'ENl:I
Acunetix-Aspect-Password 082119f75623eb7abd 7hf35 7658 ffo6c
Acunetix-Aspect enabled
ContentLength 27
Content-Type applicationx-www-form-urlencoded
Referer http:/ftestphp. vulnweb. com:80/index.php
Host testphp.vulnweb.com
Connection Keep-alive
Accept-Encoding gzip,deflate
User-Agent Mozillaf5.0 (compatible; MSIE 7.0; Windows NT 6.1; WO...
Accept =

7. HTTP Sniffer

Acunetix WVS 24t HTTP/HTTPS LI Ih .

- Enable Traps N Edit Traps | @ Lﬂ L3 )’J Status: Running on port 8080
ethod Dretails Information
4@ GET http://testphp. vulnweb. com/Flashfadd. swf application fx-shodwave-flash m
& 200 QK 17Kb
@ GET http: /ftestphp. vulnweb. com /favicon.ico image x-icon
4 200 QK 894b F
4 GET http: /ftestphp. vulnweb. com/login.php text/hitml L
§ 00 oK 4kb r
& 200 QK 4kb 2
1 POST /fuserinfo.php HTTE/1.1
2 Host: testphp.vulnweb.com
3 User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:22.0) Gecko/20100101 Firefox/22.0
4 Lecept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
b Accept-Language: en-US,en;g=0.5
6 Bocept-Encoding: gzip, deflate
T Referer: http://testphp.vulnweb.comn/login.php
g Connection: keep-alive
9 Content-Type: application/z-www-form-urlencoded
10 Content-Length: 20
"
12 uname=testipass=test

8. HTTP Fuzzer

FERRFERE E, 2548L burp ) Intruder T RE.
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Start ‘ W Fuzzer Filters ‘ H = ::,:“. Number of requests : 31
Request |Resu|ts

GET /showimage.php?file=§{Gen_1}&size=160 HT| [#] add Generator [#] Insertinto Request [=] Remove Generator Generators
Acunetix-Aspect-Password: 082119f75623ebT7abd

Acunetix-Aspect: enabled Name Type Details

Referer: http://testphp.vulnweb.com: 80/index ‘Q Gen_1 File generator File: "common-unix-httpdHogocations. tet™. ..
Host: testphp.vulnweb.com
Connection: Keep-alive
Accept-Encoding: gzip,deflate MName Gen_1
User-Agent: Mozilla/5.0 (compatible; MSIE 7. Filename common-unix-httpd-log-ocations. txt
Bccept: */* Filetype Text
Eriodng W =l

9. Authentication Tester

Authentication method: SZ £ HTTP/Z& HLIGIE
Logon has failed if: 7] ¥ 2 & 1F £ 11 [A] Y] HTTP Code
Username dictionary/Password dictionary path: ¥ & i /7 44 /2565 - L.

Parse Web Forms From URL

- -
Form Fields

8=| Indicate which fislds to uze for form bazed authentication,

Source LURL: | http:/ftestphp vulnweb. com/userinfo. php

The lizt below containg all of the form fields present in the abowve URL. Indicate which fields to use to pazs the
uzername and the pazsword parameters during the test.

Mame Type Walue
=& loginfarm ‘wheb form userinfo.php
[f] uname Tent

B wavaama ‘wieb form search.phpThest=query

E.g. to indicate which iz the username field, select the appropiate field in the list and click ot the uzername buttan,
*r'ou will notice the icon will be updated accordingly. Use the password button to indicate the pazsword field.

@ |Jzemame Pazsword

[ ok || concel || sppb

Status: Waiting user input Please select the username and password from the list
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Target URL to test: http:/ftestphp. vulnweb. com/fuserinfo.php - a Start

Authentication method: Web form based - Select user fpassword form fields to use: @ Select...
Logon has failed if: Result contains = | |you must login -
Username dictionary path: |C:\ProgramData‘Acunetix WS 8\Data\Generaliuserlist. txt -
Password dictionary path:  |C:\ProgramData\Acunetix WS 8\Data\General\pwdlist. tet -

Valid Combinations
a http:/ftestphp.vulnweb.comfuserinfo.php with username "TEST" and password "test”™
@ http:/ftestphp.vulnweb.com/userinfo.php with username “test” and password “test”

10. Compare

PRSI SE AT XL, TR AFZIRAN R 2R

Compare Wizard [-S;hj

Compare Settings
Here you can cuztomize which items will be compared.

Compare items Template : I | =3 X

B Site structure

E File properties:
Feferrers
HTTF headers
File: inputs

B File structure
Simple LURLz
Comments
HTHL forms
Meta tags

Fnowledge Baze

AR A NE A NE AL NE A YA YA

acunetix

Start l | Cancel

L

C:\Users\@SlllDesktop\testphp. vulnweb. com.wys ~ .. @ C:Wsers@eskmp\besh:hp‘vu\nwab.wml.wvs -

Mame Status Narme: Status

=+ 5 Scan Thread 1 htip:/jtestphp.vulnwe...  Finished (59 alerts) = 5 Scan Thread 1 ( http:/ftestphp.vulnwe...  Finished (54 alerts) -
= [lly Alerts (59) = [y Alerts (64)

= @ SQLinjection (verified) (27)
+ ) Directory traversal (verified)

& @ SQL injection (verified) (25)
& @ Directory traversal (verified) (3)

= @ Cross site scripting & @ Cross site scripting (3) 1
+ @) Server side request forgery - @ Server side request forgery (1) 3
+ @ CRLF injection/HTTP response s... @ @ CRLF injection/HTTP response s...

+ ) Directory Traversal (verified) (3) & @ Directory Traversal (verified)

+ @@ Cross Site Scripting (3) E & @ Cross Site Scripting

+ @@ Server Side Request Forgery (1) E @ @ Server Side Request Forgery

& () HTML form without CSRF protec... = - (@ HTML form without CSRF protec...

3. ) User credentials are sentin dea... & () User credentials are sentin dea...

5 ) Application error message (4) & @ Application error message (4) <
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11. Web Services

WSDL URL: |http:/ftestaspnet. vulnweb . com/acuservice /service, asmx?WsDL

Editor |WSDL Structure § wsDL
Mame
@, xML Schema
Al [4] ComplexTypes
|4 Elements
8 services
=] } Service: Service
Port: ServiceSoap (binding: ServiceSoap)
% Operation: Heloworld
@ Operation: HelloUser
ﬁ Operation: MD5Encode
% operation: GetUserInfo
= Port: ServiceSoap12 (binding: ServiceSoap12)
-ﬁ Operation: HelloWorld
% operation: HelloUser
% Operation: MDSEncods
@ Operation: GetUserInfo

Value

http:/ftestaspnet. vulnweb. com/acuservice fservice.asmx
SOAP http: ftempuri.org/HelloWorld

SOAP htip: //tempuri.org/MHelloUser

SOAP http:/ftempuri.org/MD5Encode

SOAP hitp: /ftempuri.org/GetUserInfo
hitp:/ftestaspnet.vulnweb, com/acuservice feervice. asmy
SOAP http://tempuri.org/HelloWorld

SOAP http: /tempuri.org/HelloUser

SOAP hitp: /ftempuri,org/MD5Encode

SOAP htip: fftempuri,org/GetUserInfo

F & mport

http://hi.baidu.com/all3g
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Application Settings AR E
Scan Settings HI&E

Scanning Profiles HC B T H A A

Application Settings

RS

F 1B AR ST IR BT P AR R 55
Wys fREEFAH 155, 1% 1% 4] Configuration >> Scan Settings >> LAN Settings
T+ J5 B9 SCHEAL T C:\ProgramData\Acunetix WVS 8\Data\Update

Application Updates
M.' Configure the updater and it's network settings

4’ Logging
' Database Updates
57, HTTP Authentication
Client Certificate Check for updates: | When "Check for updates”is dicked -
ient Certificates
8 Login Sequence Manager HTTP Proxy for program updates
False Positives If your company is using different settings for acessing the internet (web) and intranet,
. below you can configure the proxy used for program updates (the proxy for accessing
e._'- Sniffer the internet].

43 Scheduler
Use an HTTP proxy server

[ Miscelaneous
& AcuSensor Deployment Hostname: |127.0.0.1 Port: (8080

Username:

Password:
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H &l

Logging
._4' Enable/dizable application logging.

Logging

From below you can enable or disable different types of application logging.

v Enable logging
v Log informational messages
v Log warning messages
¥ Log error messages
Log HTTP requests and responses to a file
Log only HTTF errors in HTTP log
v Indude timestamps

v On error switch to Error Log tab (Activity Window)

L3

Mumber log files to keep before deleting: |2 =

Acunetix WVS [Pk DIRE, 105%(5 B8 8 B SCIF K C:\Users\Max\Documents\Acunetix WVS 8\Logs

824 wvs_log_2013080908581400.csv 8/9/2013 8:58 AM
§35) wevs_log_2013080910431300.csv 8/9/2013 11:30 AM
i35 wvs_log_2013080913260600.csv 8/9/2013 1:26 PM
| Http_Anomalies20130725125610_1538. et 7/25/2013 12:56 PM
| Http_Anomalies20130725134059_1588.tet 7/25/2013 1:41 PM
_ Http_Anomalies20130725134105_1588.txt 7/25/2013 1:45 PM
| Http_Anomalies20130725134222 1588 tut 7/25/2013 1:42 PM

Kot

D atabase
' Configure the database for your scan results

Database Support
v Enable database support

Database type : | M5 Access -

Spedfy the M5 Access database path.
Database: |.cuneﬁx WVS 8\Dhta\Database 'l,vulnscanresults.mdbﬂ |_1 =

P 5 R ERINRAFAE Access 2 F, {7E C:\ProgramData\Acunetix WVS
8\Data\Database\vulnscanresults.mdb.

WARA T, WA MSSQL #di i, fRAF4H4s
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Database Support
[v Enable database support

Database type : | M3 SQL Server -

Specify the MS SQL server (hostname or IP).
Server ! || j =

Spedfy the SQL credentials used to access the database,
Username :

Password :

Specify the name of the database.
Database : | 2

HTTP 351k

LA T VB B BT FH FRJAE 1.

==, HTTP Authentication
JJJr-“; Manage the login credentials required during automated scanning and crawling processes

HTTP Authentication Credentials
[ Do not prompt for manual authentication

Automatically save new credentials

|E| Add Credentials E| Remave Selected E Edit @ Show Passwords

Host Path Uszernarne
testphp.vulnweb.com ! test
[

2P e
A LER ok T AR, A VT R R LE B, e AR T i € U5 1) B R IES.

Client Certificates

Q Import certificate files for scanning websites that use dient certificate authentication. Only PKCS12 certificates
are supported, and they will only be used for their defined URL

Client certificates

Some websites may require authentication using dlient certificates.

Here you can indude a list of dient certificates you want to use.

The dient certificates will be used for the URL specified below.

Currently only PKCS12 format is supported.

Certificate file =3
Password:

URL:

|E| Import Certificate |E| Remove selected
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RN k= e

VERCSRTTH Y HTTP Authentication (X 73, EATZ PN AH FIMES.

LoginSequenceManager [ J)fg 21t R CAT IR 77 B R IE B FR LR, BFF3hHA .
HTTP Authentication M2 58 i HTTP 15 SKRIGHIE, 91401 75 ZEI0E A fe U nl (04 SCAF BRI

Login S5equence Manager
Q Create, edit, and delete your automated login sequences

Saveu LUHIII .JCLIIJ:I e
Record the sequences required by the Crawler to submit HTML login forms without
manual input. You can also block specific website areas from being processed by the

Crawler (e.q. a logout button).

d Mew Seguence E Edit Sequence }( Remove Sequence

testphp. vulnweb.com_login

False Positives

AL FER IR
Falze Positives
List of false positives defined

False positives
Here you can manage the list of false positives. In case you marked an alert as false
positive by mistake, you need to delete it from this list.

|E| Remove Selected

Mame Affectz Detailz

HTTP Sniffer

Acunetix HTTP AAHRE, ZRAMWT 8080 i (ML THREERAA T )

HTTP Sniffer
Configure the HTTP Sniffer's network preferences

"]
=

HTTP Sniffer
Listen on: |Local interface {recommended)

Port |8080

Page 25
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Scheduler

Scheduler
3 0 Configure the Scheduler's connection, results, and notification settings

Web Interface

Listen on port  |8181 = hittp:#dlozalhost: 3181/

Allow remote computers to connect
Use HTTPS

Require authentication

[ Change administrative password

Acunetix [JTHRIAESS, FERFEWF:
1. AT REFE, S R {RIEAE C:\Users\Public\Documents\Acunetix WVS 8\Saves\.
2. ARG, AT LA A E A
3. ARETHRIRTE, A mHE RVEERE, A RHEA RV

127.001:8181 || B - Google L3 & B- B
MyacunetixX wes appLicATION SECURITY
New scan Import CSV Select ... Collapse Expand Stop Delete o
! http:/ /testphp.vulnweb.com:80/index.php - Scan is scheduled LN
~ http:/ /testphp.vulnweb.com:80/index.php - Scan is scheduled £ 4

Miscellaneous

fE I SO, NI, BROARITRS, KA 2 1024M
Wys ZROLRY, & E— N6, RABRUEA GE1E H wys.

Miscellaneous
Miscellaneous application settings

Memory Optimization

Enable Temporary Files to store temporary scan data on the hard drive instead of
using system memary. This is recommended when scanning large websites to reduce
system memory load, however some scans might take longer to complete. NOTE:
Leave the Temporary Folder path empty to use the default location.
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AcuSensor Deployment
Acunetix fEIRZRIIRE, H THEFHIRIA &R ) AR REEE R wvs Fii.

AcuSenzor Deployment

L From this node you can generate the files you need to deploy AcuSensor technology to a server

Generate AcuSensor Installation Files

Password:

(=

Output folder: | C:WUsers\Max\Documents\Acunetix WVS 8\AcuSensor)

Generate PHP AcuSensor
Generate .NET Acusensor

[ ] Also set password in currently selected settings template

Scan Settings

Scanning Options
Configure the Acunetix scanning engine

Scanning options

Disable alerts generated by crawler {e.g. broken links, file inputs)
Scanning mode: | Extensive * | Help

Limit crawl recursion to |5 = iterations. (use 0 to disable crawl recursion)

Enable port scanning
v Collect uncommon HTTP requests (HTTP status code 500, no headers, ...)
v Abort scan if the server stops responding. Abort after |25

= network errors.

v Use cookies set by the site during scanning

JET K crawler 675 (SREERE, SCLEGINZE)
HFH##E R Quick | Heuristic(default) | Extensive

Mode Description Speed/Depth

X i Scan Speed
Quick Only the first value from every parameter will be tested.

Scan Depth

Heuristic |WVS will try to automatically determine which parameters require Scan Speed

(default) |complextesting. Scan Depth

All possible combinations for every parameter will be tested. Scan Speed

Extensive |When there are a lot of parametersicombinations, this mode will
generate a lot of HTTP requests Scan Depth

JRATERIE, ERIAE 5.
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R i A R DI RE.

FE T WCERANE I HTTP 353K,

% 55 s AN W L (AT I 715 Mg 18, PTRE 2 /0 U IR DL TG 2.
FEFHE AR, 2 A58 F W3l B2 5E ¥ cookie

PNNNELA I 5t e 55 4 S AR (BRI S8 (R34 T 1) Rt SCAF)

VR HAR T REAE g I (1 12 8B O 7 K2 ).

Scanning Profiles

Profile: | Default - [ | ¥ |Fiter: yo
Test Description
E Scripts Acunetixc WVS scripts
ﬁﬁ Metwark Metwork scripts
[y PerFile Scripts executed on each file
ﬁi PerFolder Scripts executed on each folder
ﬁi WebApps Seripts executed on each web application detected
ﬁi PerScheme Scripts executed on each scheme
@ PerServer Scripts executed once per server
@ PostCrawl Scripts executed after the crawl was finished
@ PostScan Scripts executed after the scan is completed
Cross-site request forgery Module to test for CSRF (cross-site request forgery). ..
TL51-55Lv3 Renegotiation Vulnerab...  Module to test for TLS1-55Lv3 Renegotiation Vulner. ..
Slow HTTP Denial of Service Module to test for slow HTTP Denial of Service attac...
= Runtime Passive Analysis Madule for Runtime Passive Analysis
@ GHDB This script checks for pages of a web application tha...

Scanning profile P B E AR E 25, Acunetix WVS ZRiAFEME 15 HECE, wISRETTHIZ 2N A,
R E A, BT E.

it & AL T C:\ProgramData\Acunetix WVS 8\Data\Profiles

e & AR A T T 5 AR C:\ProgramData\Acunetix WVS 8\Data\Scripts\
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Appendix A

L —:

GET /redir.php?r=ACUSTART%$0d%0aACUEND HTTP/1.1
Acunetix—-Aspect-Password: 082119f75623eb7abd7bf357698ff66¢C
Acunetix-Aspect: enabled

Referer: http://testphp.vulnweb.com:80/index.php

Host: testphp.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64;
Trident/5.0)

Accept: */*

Acunetix WVS ERAJE F AcuSensor, [RlIE 2 0 R H AR A A EFR RS B . IDS/FireWall ¥ 72 72651
n, IREGHEE T TR SLErRany, EHHCH . (3T AcuSensor LI, 1515 WVS H F
Fh

AcuSensor
L From this node you can enable or disable AcuSensor and it's features and set the sensor password the scanner will
Lse
AcuSensar

Enable AcuSensor Technology  Help

Password:

Use the bellow button to test if the sensor is properly installed on a spedific URL.
Current password from settings will be used if password field from above is empty and
the password you've entered otherwise.

Test AcuSensor Installation on a Specific URL
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X/

Scan Wizard

acunetix

Options

Adjust crawling/scanning options from thiz page.

Scanning optiohs
\,) Scanning profile will enable/disable different tests (or group of tests) from the test database.

Scanning profile: | test -
j Scanning settings allow you to adjust scanning behavior to the curent scan(z).

Scan settings: Default - | Custonize

Crawling options

j These options will define the behaviour of the crawler for the curent zcans. [F you want to modify
the general crawler behaviour, you should go to settings.

Scan Wizard

Optio
Target

acunetix

Target

Flease wait until the scanning is finished. You can also adjust details such as operating system, webserver,
technology or change the base path. By entering these details you can reduce the szanning time.

Target information

= www_example.com:-80 v
Base path /
Server banner Apache/2 4.3 [Win32) OpenSS5LA .01c PHR/A4T
Target URL hittp: /v example. com: 80/
Operating system Windows
wiebServer Apache 2.4
Optimize for following technologies [FHF]

Status : Done

< Back H Finigh ]| Cancel

http://hi.baidu.com/all3g
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- &] Options % Target (1% &, <58 IR HTTP/HTTPS 53K, W NFR:

55— HTTP i 3K:
GET /HTTP/1.1
Pragma: no-cache
Host: www.example.com
Connection: Close
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW®64; Trident/5.0)
Accept: */*

B UK HTTP 1R
GET /acunetix-wvs-test-for-some-inexistent-file HTTP/1.1
Pragma: no-cache
Host: www.example.com
Connection: Close
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW®64; Trident/5.0)
Accept: */*

Acunetix WVS 7ESRHUIR 55 8% R AS /B AE 5 2RO, RIES B REFRF B FNER. WL rrEar
H T 5E 1DS/Firewall FL0.

KOG ILIEA

GET / HTTP/1.1

Cookie:
acunetixCookie=AARAR AR AR ARARARARAR
Aphphnh R AR AR AR AR AR AR AR ARARARARARARAR
AAbpARARARARARARARARARARARARARARARAR
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Appendix B

Bypass Acunetix Password Protection

Set a password to prevent unauthorized use of Acunetix WVS.

[Menu]: Configuration >> Application Settings >> Miscellaneous >> Password Protection.
The default password is null.

If you set a password, it needs authentication to use it.

Password protection is enabled.
You need to enter a password to access Acunetix WVS.

Password:

J [ Cancel |

I File Edit View Search Document Project Tools Browser ZC  Window Help

S A @ T B d o0 %] C o B Ay =V | EEFEH| M
20000000 DA 00 00 00 00 43 E4 40 00 00 00 00 00 43 E4 40 h....C.E.....C.E
Hull Password{Default)

4 C\ProgramData\Acunetix WVS 8\Data\General\wlet_dataZ.dat - EditPlus
File Edit View Search Document Project Tools Browser ZC Window Help
S BT B4 20 %9 C o k@ |y =3V B0 EFER| N

00 00 00 00 00 43 E4 40 00 00 00 00 00 43 B4 40 .....C.0.....C.E0
u €L 96 CC 7B F9 10 8C D& 96 F3 3C 44 AE DC enkljw{msel mdﬁ(”fuckyou”)l

4 CA\ProgramData\Acunetix WVS 8\Data\General\wlet_dataZ.dat - EditPlus

@ File Edit View Search Document Project Tools Browser ZC  Window Help
BB em T B4 o0 %]'DC| L kG| Ay =8 v|EE AR M

0 an non nn nn 43 F4 40 00 00 00 no nn 43 Fd4 40 weweCoB.....C.0 - -
ﬁ 07 1B 35 54 4B 4B C4 A2 12 07 91 DC 43 F2 13 Ferrammrooees nd5 (* fuckyo”)

http://hi.baidu.com/all3g Page 32



Appendix C

fai ¥ /-4 — T Directory_And_File_Checks.profile it FH[f] payload, #i:% 581X %L payload KA LT
AV, N FR:

../security.7z
../security.bak
../security.bz2
../security.cfg
../security.csv
../security.dump
../security.gz
../security.ini
../security.old
../security.ost
../security.pst
../security.sh
../security.sln
../security.sql
../security.sql.bz2
../security.sql.gz
../security.tar
../security.tar.bz2
../security.tar.gz
../security.zip
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.adm

.admin
.bash_history
.bashrc

.bzr
.bzr/README
.cvsignore
.DS_Store

.git
.git/config
.gitignore

.hg
.hg/requires
.history
.htaccess
.htpasswd
.idea
.idea/workspace.xml
listing
.passwd

.ssh
.subversion
.svn
.svn/entries
.user.ini
/WS_FTP.LOG
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_mmServerScripts/MMHTTPDB.asp
_mmServerScripts/MMHTTPDB.php

a6lJiF.html

access.log
acunetix_invalid_filename.aspx
admin.htm

admin.html

admin.php

ajax.php

apc.php

aspxspy.aspx

auth_user_file.txt

bigdump.php

c99.php
c99shell.php
c-h.v2.php
CHANGELOG.txt
citydesk.xml
cleanup.log
clients.mdb
clients.sqlite
cmdasp.asp
common.inc
config.inc
config.php
config/database.yml
configuration.php
connect.inc
customers.csv
customers.log
customers.mdb
customers.sql
customers.sql.gz
customers.sqlite
customers.txt
customers.xls

http://hi.baidu.com/all3g Page 35



data.mdb
data.sqlite
database.csv
database.inc
database.log
database.mdb
database.php
database.sql
database.sqlite
database_credentials.inc
databases.yml
db.csv

db.inc

db.log
db.mdb

db.sql
db.sqlite
dbl.mdb
db1.sglite
dbaccess.log
debug.inc
debug.log
debug.php
dra.php

environment.rb
error.log
errors.log

global.asa.bak
global.asa.old
global.asa.orig
global.asa.temp
global.asa.tmp
global.asax.bak
global.asax.old
global.asax.orig
global.asax.temp
global.asax.tmp
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head.php
htaccess.bak
htaccess.txt

i.php
id_dsa.ppk
img/xampp.ico
index.php
info.php
info.txt
install.log
install.txt

localhost.sql
log.htm
log.html
log.mdb
log.sqlite
log.txt
logs.htm
logs.html
logs.mdb
logs.sqlite
lol.php

members.csv
members.log
members.mdb
members.sql
members.sql.gz
members.sqlite
members.txt
members.xls
mfHhm.mdb
mt-check.cgi

navi.php
nst.php
nstview.php
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orders.csv
orders.log
orders.sql
orders.sql.gz
orders.txt
orders.xls
output-build.txt

password.sglite
passwords.mdb
passwords.sqglite
personal.mdb
personal.sqlite
php.ini

php.php
php-backdoor.php
phpinfo.php
phpinfo.php5
phpliteadmin.php
phpThumb.php
pi.php

pi.php5
private.key
private.mdb
private.sqlite
propel.ini
publication_list.xml

r.php
r57.php
r57eng.php
r57shell.php
r58.php
README.txt
register.php
rst.php

sales.csv
sales.log
sales.sql
sales.sql.gz
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sales.txt
sales.xls
schema.sql
schema.yml
security.7z
security.bak
security.bz2
security.cfg
security.csv
security.dump
security.gz
security.ini
security.old
security.ost
security.php
security.pst
security.sh
security.sln
security.sql
security.sql.bz2
security.sql.gz
security.tar
security.tar.bz2
security.tar.gz
security.zip
server.log
service.asmx
settings.php
shell.php
simple-backdoor.php
sql.inc
sqlnet.log
system.log

tar.bz2
tar.gz
temp.php
test.asp
test.aspx
test.chm
test.htm
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test.html
test.jsp
test.mdb
test.php
test.sqlite
test.txt
Trace.axd

uploadify.php
user.txt
users.csv
users.db
users.ini
users.log
users.mdb
users.sql
users.sql.gz
users.sqlite
users.txt
users.xls

validator.php

web.config
web.config.bak
web.config.bakup
web.config.old
web.config.temp
web.config.tmp
webadmin.php
webstats.html
wwwstats.htm

xhtnU.mdb
xmlrpc_server.php

zehir.php
zIVnUwyoNN.jsp
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21%
23%
24%
40%

O 00 N O Ul b WIN BP-

[EEY
o

2008
2009
2010
2011
2012
2013

%21%21
%21%21%21
%21install
%21test

%2b

%3f
%7eadmin
%7eftp
%7eguest
%7elog
%7elogs
%7enobody
%7eroot
%7ewww
/971617%40
?=967155%40
?925570%40
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?id=1""1000
__MACOSX
_saL
_adm
_admin
_errors
_files
_include
_install
_layouts
_logs
_mmServerScripts
_old

_pages
_private
_source
_SaL
_sgladm
_src

_test

_tests
_wWww
11000
13000
905783%40
a

access
access_log
accesslog
access-log
accounts

ad

addons
admin
admin_
admin_files
admin_login
admin_logon
admin0
adminl
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adminconsole
admin-console
adminfiles
administration
administrative
administrator
administrivia
adminpanel
admins

ads

ainstall

apps
archives
aspnet

atom

audio

auth

b

bac

backup
backups

bak

banner
banners

base

beta

billing

bin

blogs

browse

bugs

build

c

cache
cache_html
cerberusweb
CHANGELOG
chat

ckeditor
class

classes
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client
clients
cmd

CMS
common
compat
conf
config
console
content
contents
controller
core

cp

csv
customer
customers
Cvs
CVS/Root
d

dat

data
database
db

db2

dbase

de
Default
demo

dev

devel
developer
developers
devels

dl

doc
documents
down
download
downloads
dump
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e
E7Amz
edit
editor

en
english
err

error
error_log
errorlog
error-log
errors
etc
example
examples
Exchange
export
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